33 [a]

@ International Deepfake & Al Legislative Database Op
[=]

https://cisaad.umbc.edu/

. ZGA Henry Sonti

University of Maryland, Baltimore County
Background

In recent years the creation of deepfakes — synthetic
voices generated with Al — have risen astronomically,

bringing serious risks concerning their use for
misinformation, fraud, and other malicious purposes. ¢ US statewide regulatory frameworks were focused on video

Results Discussion

The most common regulations included the
prohibited use of non-consensual intimate

Misinformation from deepfakes can spread rapidly deepfakes, largely oriented against the creation and | | | |
through an increasingly online society. On a societal distribution of non-consensual intimate imagery. ‘magery, labeling reguwenlmer?ts, privacy/data
level, it undermines trust in the media and other | | | misinfc?rrr(:\t:tcigr?nllzri)nm ;Eiuojzg;l Zii;nsgse i
social institutions. On individual levels, deepfakes ~ * China, South Korea and the European Union have pioneered car that Ch ’ o th : e
can harm reputations and be used in scams such as requirements on the labeling of Al content as Al on media clear that Lhina has the most comprehensive
identity theft (Islam et al., 2024, George &Hovan platforms. legislative framework that directly targets
George, 2023, Sholademi, 2024). There is a need for deepfakes and Al.
more national and international policy regulation * Singapore, and South Korea specifically prohibit the use of
and guidance surrounding deepfakes, including for election misinformation while China has a regulation against Al Future Directions
audio as well as video and other forms of deepfakes. misinformation as a whole.

 Expansion and continued update of current

Research QUEStiOn  Asignificant development was the creation of government egislative database,

oversight agencies seen in Japan, China, and South Korea. . .
* Policy suggestions and proposals based upon

What major pieces of Al/Deepfake regulation are . Ot tion_states have developed legislation & coct already established laws in the database,

being implemented in the US, Europe, and Asia? . il r?a I0N-5tates have JEVEIOopEed Iegislation to protec » Expand public awareness and education
privacy, intellectual property, and protect from harassment. .

about deepfakes and their risks.
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to find the original written legislation and confirm its -
relevance. | summarized these policies and -
interpreted them to identify areas of strength and H
need at national and international levels. g

Al/deepfakes. | then reviewed their laws and codes ,.—“'ﬁwl
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